





3AS5IBKA

[IpunoxxeHue 1

K nMcbMy MUHHCTEpCTBA (PHHAHCOB

OT«

»

Poccuiickoii deaepauun
2015 . Ne

Ha MOAKIIIOeHHE K NOACHCTeMe YNPABIEHHSA 3aKYNKAMH FOCYAapCTBEHHOM HHTErpHpPOBAHHOJ
HHPOPMAUMOHHON CHCTEMBI YNIPABIEHHA 0GLLECTBEHHbIMMU dunancamu «INeKTPOHHBI GromKe)
YOTHOMOYEHHBIX JIHL FOCYAAPCTBEHHDIX 3aKA34HKOB, 1eHCTBYIOIIHX 0T HMeHH Poccuiickoii Degepaunu

HanMeHOBaHMe rMaBHOrO PacOPAAUTENS CPeICTE
¢enepanbHoro GromKeTa

Kon oprannsauum B cooTBeTCTBUM C peecTpom
Y4acTHUKOB 610 DKETHOTO NpOLIECCa, a TAKKE
IOPHAHYECKHX JINL, HE ABNAIOIINXCS Y9aCTHUKAMU
OrouKeTHOro nmpouecca

HayuMeHoBaHNe rocy1apCTBEHHOTO 3aKa3yHKa,
AEHCTBYIOWIEro OT MMeHH Poccuiickolt ®enepaumu

Kon opranmsaimu B cooTBeTcTBHY ¢ peecTpom
YYacCTHHKOB OHODKETHOTO TIPOLECCa, a TAKKE
FOPHANYECKHX JIUL, HE ABAMIOLIMUXCA YUACTHHKAMMU
OI0UKETHOrO Npolecca

[Togpasnenenue

JomxHocTb

OHO

LCHI/UIC

KontakTHbiit Tenedon

+ 106. Homep

AJIpec 3NeKTPOHHOMH 110YThI

HHudopmauus o ceprudpuikare (cepuitapiii Homep
cepTH(HKaATa NONb30BATENS MM HAUMEHOBAHUE

INonHoMounn

<HauMeHOBaHHe NOJTHOMOYUST>

BBoa 1aHHBIX CornacoBanne YTBepxaenne

INMpocmoTp

Lobasumy Hobasuts HobaButh

Hobasuts

OrpannyeHust Ha NoJIHOMouHe'

CoTpyIHHK rocynapcTBeHHOrD 3aKa3umka,
AEHCTBYIOLIErO OT HMEHU
Poccutickoii ®enepauun
(nons3oBaTens)

(noanuce)

PykoBoauress rocyapcTBeHHOTO
3aKa3yuka, NEHCTBYIOILIETO OT
umenH Poccuiickoii depepaumu

/Y nonHoMoueHHOE UL
roCyapCTBEHHOrO 3aKa3yHKa,
ACHCTBYIOIETrO OT MMeHH Poccuiickoit denepaunu
(MOAMNKCh)

M.II.

(pacmdpoBka noanucH)

(pactiMpoBKa NOAMUCH)

1
YKa3bIBalOTCS NPH HEOGXOAMMOCTH pPasrpaHUyeHus Aocryma. [pn OTCYTCTBUM HEOOXOIHMOCTH B pasrpaHHuCHHH

A0CTYyla JaHHOE TOJIE HE 3aNoIHAETCH,



3AABKA

Ha UIMCHEHHE CBEICHHH H IOTHOMOYHIl YIIOJIHOMOYEHHBIX JIHII roCyAapCTBEHHBIX 3aKa34HKOB, A€ CTBYIOLNX

OT HMeHH Poccuiickoii ®eaepaunn B noacucreme YOPaBJICHHS 3aKYNKAMH IoCyAapCTBEHHONH HHTErpHPOBaHHO
HHPOPMALIHOHHOI CHCTEMBI YNPABJIEHHS 0GLLECTBEHHBIMH pHHAHCAMH «DTeKTPOHHBIH GromKeT

HaumeHosanue rnaBHoro pacnopsaautens cpeacts
(enepanbHoro 6romkera

[Tpunoxenue 2

K nucbMy MunucTepeTsa unaHcoB

0T« »

Poccuiickoit ®eaepauyn
2015 . Ne

Kox opranu3sanmu B cOoTBETCTBYH ¢ peectpom
Y4aCTHHKOB OIO/DKETHOTO TMpOLIECCa, a TaKikKe
IOPHAHYECKUX JIUL, HE ABJISIOLIMXCS YYaCTHUKAMH
O10/UKETHOrO Mpouecca

HawnMmenosanue rocynapcreenroro 3dKa34uKa,
AEHCTBYIOWETO OT MMeHH Poccuiickoi Denepannu

|

Kon opranusauum 8 cootBetcTBHY ¢ peecTpom
Y4aCTHHKOB OI0[UKETHOTO Mpolecca, a Takxke
HOPUIHHECKUX JIMLL, HE ABJISIOILMXCSA YYaCTHHKAM U
OroukeTHOro npouecca

Lﬂonpmnenenue

JTOJKHOCTE

PHO

CHHJIC

KonrakTHblit Tenedon

+7( )

+ 106. Homep

AJIpec 31eKTPOHHOM MOYTHI

Hugopmaurs o ceprudukate (cepuiinsiii HOMeEp
CepTH(HKaATa IOJIBb30BATENA HITH HAMMEHOBAHKE daiina,
Coaepskallero ceptuduxar)

I[MonHOMoOYHH

<HanmenoBanue HOJTHOMOUYHA>

BBoa nanubIx CornacoBanue

YTBepkaenue

IMpocmoTp

Hobasume/Hermovume Hobasume/Herxnrouume

Hobasums/Hcknrouums

Hobasume/Hcrnrouumes

1
OrpaunyeHns Ha HoJHOMOYHe

CoTpyiHKK rocy 1apCTBEHHOTO 3aKa3yHKa,

ACHCTBYIOLUETO OT UMEHH
Poccuiickolt ®enepaumu
(rmonb3oBarein)

(noanuce)

Pykooautens rocyaapctseHHoro 3aKa3uMKa,
AEHCTBYIOLIETO OT UMeHH Poccuiickoit

Depnepauni /Y noNHOMOYESHHOE THLIO
roCy1apCTBEHHOTO 3aKa3uyMKa,
ACHUCTBYIOLIETO OT HMEHH Poccuiickoii Denepauun

M.II.

1
Yka3suiBatorces npu HeOOX0AUMOCTH pasrpaHHYCHUs 10CTyna YKa3blBAHOTCH.

pasrpaHHYeHHUH AOCTYNa AaHHOE NOJE HE 3aloHAeT .

(moanuce)

(pacludposka noanuch)

(pacuimdposka noanHcH)

[Ipn oTcyTcTBMM HE0OXOAWMOCTH B




[Tpunoxenue 3
Kk MHCbMY MHHuUcTepcTBa hHHAHCOB
Poccuiickoii Denepaunm

OT«  » 2015 . Ne

NEPEYEHB MOJHOMOUYHA

B MOACUCTEME yNPaBJICHHA 3aKYTIKAMH roCyl1apCTBEHHON HHTErPHPOBAHHONH HHPOPMALIMOHHOMN CHCTEMbI
ynpaBJieHHst 001eCTBEHHBIMH PHHAHCAMH «DJIEKTPOHHDIH GIOLKET» YMOJTHOMOU4EHHbBIX JIHU rOCyJaPCTBEeHHBIX
3aKa34YHKOB, TeHCTBYIOIUHX OT MMeHH Poccniickoii ®exepaumn

.....

TloaHoMouns coTpyaHnkos

IMnanupoBanue 3aKynok

BBoa naHHbIX CornacoBaHue YTBepxaeHue [TpocmoTp

OrpaHMyeHns Ha NOJHOMOYHeE

[1anupoBanue 3aKynok

1. YkasblBaroTCs KOabl BUAOB PACXOAOB M0 GIOIKETHOI knaccuduxaunn Poccuiickoii @eaepaun, B COOTBETCTBHH, C
KOTOPBIMH OCYLIECTBIAETCH (OPMUPOBAHHE NPeMIoxkeHUH 110 3akynkam (Hanpumep: 200, 300, 400)

2. YKa3biBAIOTCS HAMMEHOBAHHE 10KYMEHTOB, DOPMHPYCMBIX B paMKax HOJIHOMOYHs (HANPUMED: MPETOKEHHE N0 3aKYTIKAM,
TU1aH 3aKYTIOK)




[punoxenue 4
K nucbMy MuHHcTepcTBa HDUHAHCOB
Poccuiickoit Oeaepauuu

OT«___ » 2015 r. Ne

3ASBKA
Ha MOAK/I04EHHE K MOACHCTEME YNPaBJIEHUs 3aKYNKAMH IOCYAapCTBEHHOI HHTerpHPOBaHHO
HH(OPMALIROHHOI CHCTEMBI YyNpaB/ieHHsl 001ecTBeHHBIMH PUHAHCAMH «IIEKTPOHHbI GoIskeT
YNOJJHOMOYEHHBIX JIHU IVIABHBIX pacnopsiAnTenedi cpeacTs ¢eaepanbHoro GromKera

HavmeHoBaHune riaBHOro pacnopsauTens
CpeacTB (denepanbHOro Gr0MKETA

Kon opranuzaunu B COOTBETCTBHU ¢
peecTpOM YHaCTHUKOB OFOKETHOTO
npouecca, a TakkKe IOPUIAHYECKHX UL, He
ABNAOLIMXCSA YYaCTHUKAMH OI0KeTHOro
npouecca

oapasnenerue

HomxHoCTD

PHO

CHHUJIC

Konrakthsii Tenedon + 100. HOMep

AJIpec 3/IEKTPOHHO MOYThI

Hudopmauns o ceptudukate (CepHitHbIit
HOMeEp cepTH(hUKaTa MONbL30BaTENS WIH
HaWMeHOBaHue aiina, colepKallero
cepTHdHUKAT)

ITonHoMounun

<HaumeHOBaHHWE NOJHOMOYHT>

BBoa gaHHbIX CornacoBanue YTBepiaenue fpocmoTp

Lobasume HoGaputhb HobaBuTh HobaBuTh

Orpaﬂnqeune Ha no.nﬂomoque3

COTpYIOHUK IJIABHOTO
pPacniopAUTeNA CPEACTB
dbenepanbHOro 010KeTa
(nonb3oBarten)

(noanuce) (pacwmdposka noanucu)

PykoBoauresib riaBHOTO
pacnopsauTens cpeacTs
¢enepanbHoro GromkeTa

/Y NOTHOMOYEHHOE JIHIIO
MIABHOTO DACMODAAUTENS CDEICTB
denepanvHoro GoKeTa

{(noanuce) (pacwudpoBKa NOANKCH)
M.II.

1
YKasbIBAIOTCA NPH HEOOXOAMMOCTH PA3TPAHUHEHHA I0CTYNA yKa3bIBAIOTCA. [IpH OTCYTCTBHM HEOOXOAMMOCTH B pasrPaHHueHHH
N0CTYNRa JJaHHOE NOJIE HE 3aM0NTHAETCS



[Npunoxxenune 5
K MTHCbMY MuHuCTepcTBa HHAHCOB
Poccuiickoit depepaimu

OT« __ » 2015 . Ne

3ASIBKA
Ha H3MEHCHUE CBEACHH T U NOJHOMOYHI YIIOJHOMOYEHHEIX 1ML TJIABHBIX PACTIOPAIUTEeil cpeacTs
¢enepanbHOro G1o/keTa B NOACHCTEME YNPaBIEHHS 3aKYIKAMH rocyaapcTBEHHOH HHTErPHPOBAHHOA
HHPOPMALUMOHHON CHCTEMBI YNIPABICHHS 00LHECTBEHHbIMH buHancaMu «DNeKTPOHHBIH GroaKeT»

HaumeHOBaHKE MIaBHOTO PacropsanTes
CpeAcTB denepanbHOro GroaXKeTa

Kox opranusaunu B cooTBeTCTBUM C
peeCTPOM YYaCTHUKOB OFOIHKETHOTO
Mpouecca, a TaKKe IOPUIHYECKUX ML, He
ABJIAIOUIMXCA YHaCTHUKAMH OODKETHOTO
npouecca

[Toapasaenenue

JomxHOCTD

OHO

CHHJIC

KoHrakTHbIH Tenedon + 100. HoMmep

AJQpec 3NeKTPOHHOM HOYTH!

HHpopmauus o ceprudukare (cepHitHbIif
HOMED cepTH(HKATA MOJTB30BATENS WIH
HauMeHoBaHue (aiina, coaepxaniero
cepTugukar)

INoaHoMouns

<HauMeHOBaHHe NONHOMOYUS>

BBoa gaHHBIX CornacoBanue YTBepxkaeHue IIpocmoTp

Hobasums/Hexnouume Lobasume/Hexnoyume Hobasums/Hexnrouums Jobasums/Hexkniowums

1
OrpaHnuenue Ha NOJTHOMOUYHe l

s

COTPYAHHK FNaBHOro
pacnopsaanTens cpeacTs
dhenepansHoro Gr01KETA
(moJstk30BaTEND)

(moanuce) (pacwindposka NOAMHCH)

PykoBoauTens rnaBHoOro
pacnopsaanTess cpeacTs
¢eaepanbHoOro GloaxkeTa

/Y TIONHOMOYEHHOE JIMLIO
ITABHOTO PACIIODAOUTENS CDENCTR
¢erepanbHoOrO GrOMKETA

M.II.

' VkasbiBaiotcs nput HEOOXOAMMOCTH pasrpaHuuenns 10cTyna. TIpH OTCYTCTBMM HEOGXOAMMOCTH B pa3rpaHH4eHUH
AOCTYNa JaHHOE N0JE HE 3afl0NHAeTCs.



[IpunoxeHue 6
K nucbMy MuHHcTepcTBa (PUHAHCOB
Poccuiickoii ®enepaunu

OT«  » 2015 r. No

NMEPEYEHD ITOJTHOMOY U
B MOACHCTEME YNPABJIEHHsI 3aKyIKAMH rocy1apcTBeHHOH HHTerpipoBaHHOH HH(OPMALIHOHHOM CHCTEMBI
yNpaBJ/ieHUsl 06LIECTBEHHLIMU GHHAHCAMH «DNEKTPOHHBINA G101KeT» YNOJHOMOYEHHDBIX JIHU FA2BHbIX
pacnopsiauTesen cpeacTs geaepaabHoro 6roaxera

0JIHOMOYHSI COTPYAHHKOB I'VIABHbIX pacnopsauTeJieii cpeacTs dpeaepabHOro GroaKera:

IMnanupoBanMe 3aKyNoOK

[IpocmoTp

OrpaHHyeHHsl HA NOJIHOMOYHE

[InanupoBaHue 3akynok

l.  YKkasplBarOTCA HAMMEHOBAHHE JOKYMEHTOB, (POPMUPYEMBIX B paMKaXx MOTHOMOYUA (HANPUMED: NJ1aK 3aKyTOK)




[Mpunoxenne Ne 7
K mHcbMy MuHKcTepcTBa QUHAHCOB
Poccuiickoit ®enepanuu

OT «  » 2016 . No

BpemeHHbI# MOpsOK MOAKIIOUEHHS K HOACKCTEME YIIPABIEHHS 3aKyIIKaMH
CUCTEMBI «JIEKTPOHHBIH OIOMKETY

L. [lepedens meponpusaTHii,
KOTOpPBIE HEOOXOAUMO BBIMOIHUTE TS HOIKIFOUYEHHS K OACHCTEME YIIPABIEHUS
3aKYIMKaMHU CUCTEMBI « DJIEKTPOHHEIN GIOMKETY

1. IHoaroroska HHPOPMALIHOHHO-TEXHOIOTUYECKOM
HHQPACTPYKTYPHI K NOAKIIOYEHHUIO K IOACHCTEME YIIPABJIEHHS 3aKyIKaMH
CHCTEMBI « DNIeKTPOHHBIN OI0IKET»

J1i MOArOTOBKH HMH(POPMALMOHHO-TEXHONIOTHYECKOH MHPPACTPYKTYPhI K
MOAKIIFOYEHHIO TOJDKHBI OBITh BBINIOHEHBI CIETYIOLINE MEPOIPHATHS:

a) OIpeleNieH OTBETCTBEHHBIH 3a TeXHHYECKoe obecredeHue paGoThl W
HNOJKITIOYEHUE COTPYAHUKOB,;

0) mOmy4YeHBl CHeUMaNbHBle CPEeICTBA KPUNTOrpadMuecKodl  3alluThI
HHQOpMalH, OOECIIeUHBAIOIIMX CO3JAaHHE 3AlIMIIEHHOTO COCHMHEHHS C
[IOACHCTEMOH yNpaBJeHHs 3aKylKaMU CHCTeMbI «DJIEKTPOHHBIH GIomKeT» (maliee
— CK3H), nuieH3MonHbIe KIIOUM W 9KCIUTYaTalHOHHYIO JOKyMeHTauuo Kk CK3U
B opraHe denepanbHOro KazHayeicTBa;

B) 0DECIIEYe€HO  COOTBETCTBHE aBTOMATH3MPOBAHHBIX  pabOYHX  MeCT
NONb30BaTeNIed TPeOOBaHHAM K aBTOMATH3HPOBAaHHOMY pabo4eMy MecCTy, ¢
KOTOpOTO  OCYILECTB/IACTCA MAOCTYN K MOACHCTEME YIpaBIEHUSA 3aKyNKaMH
CHCTeMBI «DJIEeKTPOHHBIN Gromker» (mpuioxende Ne 1 k HacTosLeMy Iopsnxy),
BKIIIOYast yCTaHOBKY W HacTpodky CK3M Ha aBTOMaTU3UpOBaHHBIX pPaboO4MX
MecCTax I0JIb30BaTeNIeH;

I) BBIMIONHEHbI  TpeOOBaHMA 110  0ObecrnedeHHI0  MHDOPMALMOHHOMN
0e30MacHOCTH ~ aBTOMATH3MPOBaHHOro  pafodyero  mecra, ¢ KOTOPOTO
OCYWIECTBJIAECTCA MAOCTYN K IIOJACHCTEME YNpPaBieHHS 3aKyNKaMH CHCTEMbI
«INMeKTpOHHEIH 6romKkeT» (mprnoxeHue Ne 2 k HacTosmeMy ITopsaky).

Hns nonyuenus CK3HM, nUUEH3UOHHBIX KIHOUel W 3KCIUTyaTalldOHHOM
noxymeHtauuu Kk CK3M Heobxomqumo:

0hOpPMHUTE nOBepeHHOCTh Ha noaydedne CK3U, fAULEH3MOHHBIX KIrOUei
H 3KCILIyaTallMOHHOH nokyMmeHTamuu k CK3U oTBeTCTBEHHOMY 33 TEXHHUYECKOE



obecrnieueHre paGoOThl W IOAK/IIOYEHHE COTPYAHMKOB (MO (OpMeE, COTJIACHO
NPUIOXKEHHIO 3 K HacToseMy [lopsaky);

HalpaBuTk B opraH deflepalbHoro KazHayelcTsa 3aaBKy o Belgaye CK3U,
JIMLUCH3UOHHEIX KIIFOUEeH 1 dKCIUTyaTallMoHHoH nokyMeHTaud k CK3U (o dopme,
COrIaCHO NpuokeHuto 4 K HacrosweMy Ilopsnky). 3asska o Beimaue CK3U,
JIHOEH3MOHHBIX KIIOYeH M 9KCIUlyaTalMoHHOH mokymeHTauun xk CK3U mMoxer
OBITh MpeJcTaBlIeHa OJHOBPEMEHHO C 3aiBKOH Ha MOAK/IIOYEHHE K MOICHCTEME
YHIPAaBIEHHS 3aKyIIKaMH CHCTEMBI « 3JIEKTPOHHBIN OIOIKET.

2. MeponpHATHs N0 MOAKITIOYEHHIO COTPYIHUKOB OpraHH3aLHii
K [TOACUCTEME YIIPABICHUS 3aKyTIKAMH CUCTEMBI « DNIEKTPOHHEIH OIOHKET.

JU1s NOAKIIOYEHHsS COTPYIHHKOB K IOACHCTEME YMpaBIeHHs 3aKyIKaMu
CHCTEMBI  «ONEKTPOHHBIA  OlomkeT» HEOOXOAMMO MPOBECTH  CIEAYIOLIME
MEPOIPHUATHS:

a) OIPENIeNUTh COTPYAHHKOB:

rOCyAapCTBeHHBIX 3aKa34MKOB, OEHCTBYIOIIUX OT HMEHU POCCHICKOIM
Denepaliii, OTBETCTBEHHBIX 33 GOPMHPOBAHKE TIAHOB 3aKYIIOK;

[JTaBHBIX  pacropsiguTeseit CPEICTB denepanbHOTO OromXerTa,
OTBETCTBEHHBIX 338 PACCMOTPEHHE IJIaHOB 3aKYIIOK.

0) ofecrmeyuTb HaIMUMe Yy  COTPYIHMKOB  KBaTM(ULUPOBAHHEIX
CepTH(QUKATOB  KIIOYeH TMPOBEPKH  OJIEKTPOHHBIX  MOJIHCEH (manee -
CepTU(]UKATOB);

B) TpeAcTaBUTh B opranel PenepanibHOro KasHaueifcTBa MO MecTy
HaXO0XXICHHA OpraHH3allMK 3asBKH Ha IOAKIIOYEHHE, YKAa3aHHBIE B IHCHME,
NOANKCAaHHbIE  PYKOBOAMTENEM UM  HHBIM  YIIOJHOMOYEHHBIM  JTHIIOM
OpraHM3allMy, Ha OyMaXHOM HOCHTeNe B [BYX JK3eMIULIpax (3asBKH
MPEACTABJIAIOTCS OTBETCTBEHHBIM 3a TeXHMYeCKoe obecredeHre paboThl U

MOIKIIIOYEHUE COTPYAHUKOB).
OOHOBpEeMEHHO ¢ 3asBKaMU Ha TMOIKJIOYEeHHE B opran ®PenepanbHOro

Ka3HaveHCTBa NpeIoCTaBIAIOTCS:

AOKYMEHT, NOAMHUCAHHBIA PYKOBOAUTEIEM, ONIPEAESISIOMIHA OTBETCTBEHHOTO
3a TeXHUYeCKoe obecreyeHne paboThl H MOJKIIOUEHHE COTPYAHMKOB (€CIU paHee
He MpeaoCTaBIIsIICS );

3aBE€pEHHas B YCTAHOBJICHHOM TMOPSIAKE KOIUS  PaCHOPSAUTENHHOTO
AOKYMCHTA UJIH JOBEPEHHOCTD, IOATBEPXKIAIOLIME TPABO YIIOJTHOMOYEHHOrO JIUIia
JAEHCTBOBaTh OT UMEHHU OpraHM3alliH, B Cjlydae eciM 3asiBKa Ha MOIKIIOYeHHe
NOANUCaHa HE PYKOBOAWTENIEM OPraHM3alliy, a HHBIM YIIOJHOMOYCHHBIM JIHIIOM
OpraHu3alluy;

(hailn nelcTByrommero cepTiduKaTa Kaxaoro MoAKI0YaeMOro COTPYIHHUKA
(Ha CbeMHOM HOCHTeJe HHPOPMALIKN);



coryiacue Ha 0OpaboOTKy MepCOHATIbHBIX JAHHBIX KaXKIOT0 IMOJKIF0YaeMOro
cotpyanuka (npuioxenue Ne 5 k Hactosiuemy Ilopsiaky).

3. Mepornpustus, NpoBoaAUMBle OpradoM PerepaibHOrO
Ka3HA4YENCTBA, IIPYU PACCMOTPEHUH 3asBKU HA TMOJIKIFOYEHHUE K ITOJICUCTEME
YIIPaBJICHHUS 3aKyIIKaM¥ CUCTEMBbI « DIEKTPOHHBIN OIOIKETY.

Opran @eneparbHOro KazHauecTBa B TeueHUe 3 (Tpex) pabouux aHel co
IHS TIpeNOCTaBJICHUS 3asBKH Ha NOAK/IIOYEHHUE K MOJCHCTEME YIIpaBJICHUSI
3aKyNKaMH CHUCTEMBI «DNEKTPOHHBIM OroIKET» OCYLIECTBIISIET
IIPOBEPKY €€ COJAepKaHus Ha:

COOTBETCTBHE 3asBKU Ha MOAKIIOUYEHHE YCTAHOBIEHHOH hopMme;

HaJM4yue JeUCTBYIOLIETO Ha MOMEHT paccMOTpEHUS 3as1BKU Ha
MOAKJIIOYeHHe cepTuduUKaTta COTPYJHHKA, BKJIOYEHHOro B 3aiBKy Ha
NOJKJIIOYEHHUE;

WAEHTAYHOCTh CBEJIEHUH O COTpyAHMKE, YKa3aHHbIX B 3asiBKe Ha
MOJKJIIOUeHHE, COOTBETCTBYIOIIUM CBEJIEHUSM B IIPEAOCTABICHHOM CEpTU(HHUKATE;

HaJIM4YMe TOKYMEHTOB, YKa3aHHBIX B paszzeiie 2 Hactoswero [opsanka.

Ilo pesynpraram NpPOBEpPKM 3asBKU Ha IOAKJIIOUEHUE U CcepTUdHUKaTa
opran @enepalbHOrO KasHayehcTBa popMuUpyeT MHPOPMALIMIO O pe3ysibTaTax
IPOBEPKHU OTJIeJILHO 110 KaXIOMY I10JIb30BaTENIO, YKa3aHHOMY B 3asIBKE Ha
MOJKJIIOYEHHE.

B ciydae = moNOXKHUTENBHOrO  pe3yjbTara  IPOBEPKHU 3asBKU Ha
nojKIo4YeHre oprad PeaepanbHOro Ka3HaueicTBa HA ~ OCHOBAHUHM  CBEICHUH,
COIEP)KalIUXCHd B 3asBKE€ Ha [OAKIIOYEHHE, TMPENOCTaBlseT COTPYIHHKAM
OpraHu3alMM AOCTyI K IOACUCTEME YMNpaBlI€HUs 3aKylKaMH CHCTEMEL
«INEKTPOHHBIA OHOIKET.

He mnozgHee 2 (aByX) pabouuMx OHEH CO JHS NMPEAOCTaBICHUS NOCTYIA
COTPYIHHKY K TMOJCHUCTEME YIPABJICHUS 3aKyMKaMU CUCTEMBl «JIEKTPOHHBIN
oromxer» opraH PeaepanbHOro KazHa4dyelCTBa yBEAOMIISIET OTBETCTBEHHOIO 34
TeXHHU4YecKkoe ofecrnedeHre paboOThl W TOJAKJIIOYEHHE  MOJb30BaTelNei o
MPEeIOCTaBICHUH  JOCTyNa K KOMIIOHEHTaM CHUCTEMBI «DNeKTPOHHBIN
Or0HKET» MOCPENCTBOM HampaBJICHUS Ha OyMa)KHOM
HocHuTese u3BellleHUss MenepanbHOro KasHadelcTBa O pe3yJbTatax OTpaboOTKH
3asIBKH Ha MojiKmoueHue (npunoxernue Ne 6 k Hactosmemy [Hopsaky).

B ciyvae OTpUlLIATEIBHOTO  pe3yJbTara IIPOBEPKH 3asBKU Ha
HNOJKIIOYEHHUE JOCTYI COTPYAHUKY K TMOJCUCTEME YIpaBlIC€HUSA 3aKyNKaMH
CHCTeMBI «DJIEKTPOHHBIH OMOMKEeT» He MpeaocTaBiseTca U oprad PenepajibHOro
Ka3HayelcTBa He Mo3AHee 2 (ABYyX) padouyux AHEH Mocie HNpPOBEPKH 3asBKH Ha
NOJK/IIOYEHHE YBEIOMIISIET OTBETCTBEHHOTO 33 TEXHUUYECKOe oOecreuenue paboTel
M TOAKIIOYEeHHEe COTPYIHUKOB 00 OTKa3e B IPEAOCTABICHUH JAOCTyIa K
MOJCUCTEME YIIpaBJI€HHsS 3aKyNKaMH CHCTeMbl «DJEKTPOHHBIM OIOIKET» ¢



YKa3aHHEM BBIABICHHBIX HECOOTBETCTBUH M (MJIM) OCHOBAHHUSA, IO KOTOPBIM
AOCTYNl HE NPEAOCTaBIIEH, MOCPEJCTBOM HAIpaBlIeHUs HAa OYMAXXHOM HOCHUTENE

u3BelleHnss @eflepanbHOro Ka3HauelcTBa O pe3ysibTaTax OTpabOTKH 3asBKH Ha
MOAKJIIOUEHHE,



ITpunoxenue Ne 1

K [Topsaaxy noakio4eHus K OACUCTEME
YNPAaBICHUS 3aKYIIKAMHU CHCTEMBI
«DJIEKTPOHHBIA OIOIKET

TpebGoBanus K aBTOMaTU3MPOBAaHHOMY pabodyeMy MECTY, ¢ KOTOPOTO
OCYLLIECTBIIAETCS NOCTY K MOACUCTEME YITPABIICHUS 3aKYITKAMH CHCTEMBI
«DNEKTPOHHBIN OHOIKET»

B nensx moakmoYeHUS K MOJACHCTEMe YIpPaBieHHS 3aKYIKaMHU CHCTEMBI
«ONEKTPOHHBIA OIOMKET» aBTOMAaTU3UPOBaHHOE palboyee MecCTo (gajgee -—
APM) 10M%HO COOTBETCTBOBATH CJEAYIOIIUM TEXHUUYECKUM TPEOOBAHUSIM:

1. MuHuMaJbHBIE anmnapaTHble XapakTepUCTUKU APM mpuBeneHbl B
Tabnute 1.

Tabmupa 1. MuHuManbpHbIe annapaTHble XapakTepucTUKH APM.

IIponeccop, I repu 2.0
O6peMm O3V, Moaiit 1024
O6BeM CBOOOIHOrO MECTa Ha XXECTKOM JucKe, MOaiT 500
ITopt USB 2.0 niu 3.0 1

2. TlepeueHb oONepallMOHHBIX CHUCTEM, KOTOpble  MOTYT  OBITh
yCTaHOBJIEHBI Ha APM:

— Microsoft Windows XP;

— Microsoft Windows Vista;

— Microsoft Windows 7;

— Microsoft Windows 8;

— Microsoft Windows 8.1;

— Microsoft Windows 2003 Server SP2;

— Microsoft Windows 2003 Server R2 SP2;
— Microsoft Windows 2008 Server SP2;

— Microsoft Windows 2008 Server R2 SP1.

ITonnepxuBaercss kak 32-OuTHasi, Tak U 64-OMTHasT apXUTEKTYPbI
OIEPALIMOHHBIX CUCTEM.

Jlonyckaercs MPUMEHEHUE 1000ro OQUIHUATIBHOTO NaKkeTa
OOHOBJIEHHUH OMEPALIMOHHBIX CUCTEM.

3. Ilepeuenn BeG-0003peBaTeNiel W UX BEPCHid, KOTOpblE MOrYT OBITH
KCIIOJIB30BaHBI 711 06ecTieueHns BX0Aa B IMYHBIM KaOMHET COTPYIHUKA!

— Internet Explorer Bepcuu 10.0 und BbIle;
— Mozilla Firefox Bepcuu 32.0 unu Bblllie;




— Google Chrome Bepcun 38.0 unu BolLe;
— Opera Bepcun 25.0 niy BhILIeE.

4. Ilepedyenn 0643aTeNBHOrO K YCTAHOBKE MPOrPaMMHOIO 0OeCIeueH s

— I1O «Windows Installery;
— JlpaliBep HCMONB3yeMOro HOCUTENS KIIHOYEBOL MHGOpPMauuu cepTH(UKATA

1OJIb30BaTEIs;
— CpeactBo CO3JaHUs 3arguineHHoro TLS-coenuHeHus

«Kontunent TLS Knuent»;
— Cpencto anextpoHHo# rmoanucy «Jinn-Clienty.

Ilpu pabote ¢ moxacucTemoil ympaBieHHs 3aKyIKaMH — CHCTEMBbI
«DNEKTPOHHBIH  OHOKETY MOTYT  OBITH  HUCHOJIE30BAHbI CIHEAYIOIIHE
HOCHTEJIN KITFOU€BOH HH(OpPMalluU CepTUGHMKATA [TOL30BATE]IS

— USB ¢uem-naxonurens;
— Rutoken S;

— eToken Pro;

— eToken PRO (Java).



[punoxenune Ne 2

K [Topsanxy noaxmoueHus K noacucTeMe
YIPaBJIEHUs 3aKyIKaMUd CHCTEMBI
«ONEKTPOHHBIH GrOHKET

TpeboBanus no obecreuennio HHGOPMALMOHHOM H6E30MACHOCTH
aBTOMaTH3UPOBaHHOTO Paboyero MecTa, ¢ KOTOPOTO OCYILECTBISETCS OCTYI K
MOACHCTEME YNPABJICHUS 3aKYIIKAMH CUCTEMbI « JIEKTPOHHBIHN GI01KeT»

1. B HacTosilieM MpHIIOXEHHH UCHIONB3YIOTCS ClEAYIONIHEe TEPMHHbI U
COKPALLICHHUS;

AO - anmapatHoe o0ecIeueHue;

APM — aBTOMaTH3upoBaHHOe pabouee MECTO COTPYIHUKA;

BBK - Bo3neiicTBre BpegoHOCHOrO Koza;

BK — BpenoHocHEI KO

JIBC — nokanbsHas BEIYMCIUTENLHAS CETD;

HCJI — HecaHKIIMOHHUPOBAHHBIN TOCTYI;

OC - onepallMOHHAsA CUCTEMA;

[10 — nporpamMHoOe obecrieyeHue;

ITAK — mporpaMMHoOro-anmnaparielii KOMIUIEKC;

C3H — cpencTBa 3amIUThl HHOOPMALHH;

CK3U - crmeumwansHble cpencTBa  KpUNTOrpadHuecKodl  3aruuThI
HH(QOpMaITUH.

2. B nenax samutsl [TO u AO or HCJI u BBK Heo6x014MO:

- obecnieunts npumenenne C3U ot HCJl u BBK;

- peannu3oBaTh KOMIIJIEKC OPraHU3alMOHHO-TEXHUYECKUX U
AIMUHHCTPATHBHBIX MEPONIPUATHH, CBSA3aHHBIX C OOECleYeHUEM IPaBUIBHOCTH
(YHKLIHOHHPOBAHUS TEXHUYECKHX CPEICTB 06pabOTKHU U repeauy HHGOPMALHH,

- YCTaHOBUTB  COOTBETCTBYIOLIHE MpaBWJIa AN 0OCHYKHMBAIOLLEro
epcoHana, JOMYLIEHHOTo K paboTe ¢ nH}opMalmel OrpaHH4eHHOoro J10CTymna.

3. 3ammra undopMmauuud or HCJI momxHa obecrieydBaThCs Ha Beex
TE€XHOJIOTHYECKHX 3Tanax o0padoTKu MH(POPMALMH, B TOM YHCIIE IIPH NIPOBEAEHUH
PEMOHTHBIX W pPeraMeHTHBIX padoT. 3amura uHbopMarmu or HCJ momxHa
MpeJyCMaTpUBaTh KOHTPOIb 3(PQPEKTUBHOCTH cpejacTB 3ammrtel or HCJ. Drtot
KOHTPO/Ib MOXET OBITh JUOO MepHOAUYECKHM, JTHOO0 MHULMHPOBATECS 1O Mepe
HEOOXOIUMOCTH MOJIb30BAaTENeM MM aIMHHHCTPATOPOM HHMOPMALUOHHOM
OesomacHoCTH. B opranusauu, sxcmiyatupyomeil APM, noiokeH GbITh Ha3HAYEH
aAMMHHCTPATOp HH(OPMAlMOHHOH O€30IacHOCTH, Ha KOTOPOrO BO3NAraloTCs
3a7aud  opraHusaudd  pabor mno  ucrnoms3oBaHHio  APM,  BBEIpaGoOTKH
COOTBETCTBYIOILIMX HMHCTPYKIMH [N COTPYOHHMKOB, a TakKe KOHTPOJb 3a
COOJIIOZICHUEM OMUCAHHBIX HIKe TpeOOBaHuUil.



4. Tlpu pa3MeleHUH TEXHUYECKUX CPEACTB C yCTaHOBICHHBIM APM:

HOOJKHBI ObITH NpUHATHI Mepbl mo uckmoudeHuro HCJ[ B momenieHus, B
KOTOPbIX pa3MELIEHbl TEXHUYECKHe CpeAcTBa C YCTaHOBJIEHHBIM APM,
IOCTOPOHHUX JIHL, N0 POAY CBOEH HESTENbHOCTU HE SBJSIOMIMXCS MEePCOHAJIOM,
JOMYIIEHHBIM K padoTe B 3TUX NTOMEIIEHUSAX;

BHYTPEHHSS [LIAHUPOBKA, PaclOOXEHNE U YKOMIUIEKTOBAHHOCTh pabouux
MECT B IIOMEIIECHUSAX MJOJIKHBI 00ecneunmBaTh COTPYJHHKAM COXPAHHOCTh
JOBEPEHHBIX MM KOH(PUIECHLUHUAIBHBIX JAOKYMEHTOB U CBeJCHWH, BKIIOUas
KJTFOYEBYIO HH()OPMALIHIO.

5. K ycranoBke obOiiecucremHoro u crneuudansHoro 110 nonmyckarorcs
nuna, u3yuuBlide npokymeHtauuto Ha [1O. Ilpu ycranoBke IO nHa APM
HEOOXOOUMO COOJIIOAATH ClleAyroLIne TpeOOBaHHUA:

1) Ha TexHMYECKUX CPEeACTBax, MpPeAHA3HAUYCHHBIX Iy paboTel ¢ APM,
MCIIONIB30BaTh TOJBKO NHLeH3uoHHOe [TO dhupM-U3roroButenei;

2)  ycra"HoBky [IO APM HeoOXoguMO  MpPOU3BOJUTL  TONBKO  C
3apErUCTPUPOBAHHOIO, 3aIIUIIEHHOTO OT 3alIUCH HOCHUTEIS;

3)Ha APM He HOOMKHBI yCTaHaBIHWBaThCs cpenactBa paspadorku 110 wu
OTHAAUUKY;

4) NpeayCMOTPETh MEPBHI, HCKJIIOYAIOLIUE BO3MOYKHOCTB
HECaHKIIMOHUPOBAHHOTO HE OOHApY)XMBaeMOro H3MEHEHUs allapaTHOW 4YacTu
TEXHUYECKUX CpPEACTB, HA KOTOphIX ycTaHoBieHO 110 APM (manpumep, nyrem
OEeYaThIBAHUS CUCTEMHOIO 0Ji0Ka U pa3beMoB APM);

5) mocne 3aBepilieHUs MpoLEecca YCTAHOBKU HOJUKHBI OBITH BBIITOJTHEHBI
AeUCTBUS, HEOOXOIUMBIE ISt OCYLUECTBIEHHS [EPUOAUYECKOTO KOHTPOIIA
LeocTHOCTH ycTaHoBieHHoro [10 na APM;

6) I10, yctanaBnuBaeMoe Ha APM, He HOHKHO COZIepXKaTh BO3MOXKHOCTEH,

MO3BOJISIOLINX

— MOAU(MULIMPOBATh COAEP>KMMOE IPOU3BOJIBHBIX 00J1acTe! NaMsTH;

—~ MOAUGMUIUPOBATH COOCTBEHHBIN KO U KO APYTUX MMOAIPOTPAMM;

— MOAUGULIPOBATE NaMATh, BBIAEICHHYIO JJI APYTUX MOANPOTPaMM;

— IepenaBaTh yhnpaBlieHHe B 001acTh COOCTBEHHBIX ITAHHBIX W JTAHHBIX
APYTrUX MOATPOrpamMM;

— He CaHKIHOHHPOBAaHHO  MoAu(HUIMpoBaTh  (aiinbl,  colepxkalue
HCIIOJTHAEMBIE KOJIbI IPH UX XPAHEHUH Ha )KECTKOM JIUCKE;

— TIOBBIIIATH NIPEAOCTaBICHHbIE IPUBUJICTHH;

— MogupuuHpoBaThk HacTporku OC;

— WCTIOIB30BATh HEIOKYMEHTHUPOBAHHBIE bupmMoii-pa3paboTIUKOM
dyukun OC.,

6. Ilpu opranusauud pabor mno 3ammre wuHPopmauuun ot HC]I
HeoOXOAUMO YUUTHIBATh CAEAYIOUME TPeOOBAHUS:



1) HeoOX0aMMO pa3paboTaTh U NPUMEHHUTD IOMUTHKY HA3HAYEHUS U CMEHEI
maponedt (mns Bxoma B OC, BIOS, npu ummdposanvu Ha mapome W T.1.),
HCTI0NIB30BATh QHUIBLTPEI NTApOJIel B COOTBETCTBUH CO CIIEAYIOLMMHU NMPaBUIAMU;

— JVIMHA MapoJIs J0JKHA OBITh HE MeHee 8-MH CHMBOJIOB;

— B UUCJIE CHMBOJIOB MapoJist 0043aTeNBHO AOMXKHBI TPUCYTCTBOBATEH OYKBBI
B BEPXHEM U HIDKHEM perHCTpax, UHQphI U crienuanbHble CUMBOIILL (@, #, $, &, *,
Yutm.),

—T1apoJib HE JOJDKEH BKIIOYATh B CeOS JIErKO BBIYMCISEMBIE COUYETAHHUA
CHMBOJIOB (MMe€Ha, (aMMJIMM M T. 1.), a TaKke OOLICTIPUHATHIE COKPAILEHUS
(USER, ADMIN, ALEX u T. 1.);

—Tpyd CMEHE [apojsi HOBOE 3HA4YeHHE [JODKHO OTJIMYAThCS  OT
NpPEABIAYIIErO HE MeHee, YeM B 4-X MO3ULIHIX;

— JIMYHBIN MapoJIb II0Ib30BATElb HE HMEET NpaBa CoO0IIATh HUKOMY;

— IEPUOJAUYIHOCTE CMEHBI NAPOJ ONpenaesseTcs IPHHATOH IOJUTHKOM
0€30MacHOCTH, HO He [OJKHA IPeBBILATh 6-d MecsueB. YMcio HeyaadHbIX
TIOTIBITOK BBOJA IAPOJIs JOJDKHO OBITh OrpaHH4YeHo yuciaoM 10.

YKazaHHas TMOJUTHKA oOsi3aTeNbHA IS BCEX  YYeTHBIX  3alHcel,
3aperucTpupoBaHHbIX B OC;

2) cpenctBamu BIOS nomxHa ObITH HCKIIOYEHA BO3MOXKHOCTH paBOTHI
Ha APM, ecnv BO BpeMs ero HayanbHOW 3arpy3Kd He MPOXOAAT BCTPOEHHBIE
TECTBHI;

3)3anpemiaercs:

—OCTaBIIsITh 0€3 KOHTPOJSA BBIYMCIUTENbHBIE CPEACTBA, HAa KOTOPBIX
skcrutyatupyercss APM, nocne BBoma kiaroueBod MHbOpMaiuH 60 HHOM
HH(pOPMAaLU OTPaHUYEHHOTO JOCTYIIA;

— OCYLLECTBIISATh HECAHKLUUOHUPOBAHHOE aIMUHUCTPATOPOM
MHGOPMaMOHHON 0€30MacHOCTH KOMMPOBaHKEe KIFOUEBbIX HOCUTENICH;

—pasrjamare COAEPKUMOE HOCHTENIEH KII4YeBOH HHGOPMALHY KK
[epefaBaTh CAaMH HOCUTENH JINLAM, K HUM He NOMYLIEHHBIM, BEIBOJUTE KIHOUEBYIO
MH(QOpPMALMIO Ha [QHUCIUIEH, NpUHTEp W T.I. WHbIE CPEACTBA OTOOPAKEHHUS

MH(pOpMaIUH;
—3anMchiBaTh Ha KIIIOYEBbIE HOCUTEHU [IOCTOPOHHIOK HH(POPMALIHIO.
4) amIMUHHCTPATOD UH(QOpPMaILMOHHOM 0e30MacHOCTH JNOJDKEH

ckoH(purypuposate OC, B cpele KOTOpOM IUIaHHpyeTCss HCHoJb3oBaTh APM, u
OCYLIECTBJIATh NEPUOJUUYECKUN KOHTPOJIB CHEJAHHBIX HACTPOEK B COOTBETCTBHU

CO CIEAYIOIUMU TPeOOBaHUSIMH:
— HE HCII0JIb30BaTh HECTaHAAPTHBIE, H3MEHEHHBIE WIH OTJIAJOYHbIE BEPCHU

OC;

— HCKJIIOYHUTh BO3MOXKHOCTD 3arpy3Ky M KcCroyib3oBaHus OC, OTIHYHOHA OT

MpeayCMOTPEHHOM LITATHON paboToH;



— HCKIIFOYHUTD BO3MOXXHOCTB YAAICHHOTO YIIpaBJIICHUA,

anMUHUCTpUpoBaHus U Mogudukauuu OC u e€ HacTpoeK;
_pexuMbl Oe3omacHocTH, peanu3oBaHHble B OC, NO/KHBI OBITH

HaCTPOEHBI Ha MaKCUMAaJIbHBIN YPOBEHb;
—BCEM COTpYJHHKAaM H TpymmaMm, 3aperucrpupoaHHeiM B OC,

HeoOX0AUMO HAa3HAYMTH HEOOXO0JUMBIE I HOPMATbHOM padoTs!l NpaBa JOCTYIIA,

_ JOJDKHO OBITh HCKJIIOYEHO TIOMafaHue B CHUCTEMY [IpOIpaMM,
MO3BOJAOIIMK, MNOJB3ysAch omuOkamu OC, TNOBBILIATE IPEJOCTABICHHBIC
TIPUBWIETHY;

— HeOOXOIMMO  pEryJsipHO  yCTAaHaBIUBAaTh  IAKeThl  OOHOBJICHHSA
oesonacHoctd OC (Service Packs, Hot fix u T.M.), OOHOBIATE aHTHBHPYCHBIE
Ga3pl, a TakKXe MHCCIeNoBaTh WHGHOOPMALUOHHBIE PECYPCBI II0  BOMpPOCaM
KOMITBIOTEPHOM 0e30MacHOCTH C LIEJIbI0 CBOEBPEMEHHOM MHUHUMH3AIMH ONAaCHBIX
MOCEACTBUI OT BO3MOXHOI0 Bo3aekcTausa Ha OC,;

—HEeOOXOJUMO  OpraHH30BaTh M HCMOJAL30BATH CHUCTEMY  ayIuTa,

OpPTraHU30BaTh PeryJIApHBIN aHANH3 Pe3yIbTATOB ayINTa,
_HeoOXOAMMO OpraHu30BaTh M HCIOJIb30BaTh KOMILIEKC MEPOIPHITHH

aHTUBUPYCHOU 3alIUTHI,

_He0oOXOIMMO MCKIIOUATL oAHOBpeMeHHyto paborty OC ¢ 3arpyXeHHOH
KITIOYeBOM HH(pOpMale HeCKOJIBKUX COTPYIHUKOB.

7. g paboTHI APM C NOACUCTEMOMH yIIPaBJIEHHUS
3aKynmkaMu TpebyeTcs npuMeHsATh nmporpammuo-annapartibie C3M or HCJL He
ke 6 xiacca samminennoct g CBT, takue kak «Secret Net», «Cobomnby,
«ITanuups-Cy» ¥ 1.10.

8. Ilpy HanmuYuud TeXHUYECKOH BO3MOXXHOCTH, OOHOBIIEHHE CPEICTB
3AIIMTH 1 CUTHATYpHBIX 643 MPOM3BOAMTCS LIEHTPAIU30BaHHO, ¢ paboyero mecra
aIMHUHHMCTpATOPa MPOTPaMMHBIX CPEICTB 3aLUTBl OT BO3JEHCTBUH BPEIOHOCHOI'O
kona. [Ipu mpoBeeHHH LEeHTPAIU30BAHHBIX OOHOBIEHHH HCITOJIBE3YeTCS MEXaHU3M
BefeHUs MpOTOKOJa cpeacTB s3amuTel. OOHOBJIEHHE CUTHATypHBIX 0a3
MPOU3BOJIUTCS MO Mepe UX BBIIIYCKa.

B umensx obecrieyeHHs 3alllMThl OT BO3JEHCTBHH BpEeIOHOCHOIO KoJAa
noyin3oBarento APM 3anpemiaercs:

— caMOCTOATEJIBHO YCTAHABIHMBATh MPOTrpaMMHOE O0ecleueHue, B TOM

yrcjie KOMaHaHble (Daiibl;
_ WCTOJIB30BATh NMPH paboTe «3apakeHHBIN» BPEIOHOCHBIM KOJIOM JIHOO C

MOJI03pEHHNEM Ha «3apakeHHe» HOCUTENb H/UIH (aii;
— UCIHOJIB30BATH JUYHEIE HocuTeNnn Ha APM;
— WCIIONB30BaTh CIy)KeOHble HOCUTENM Ha JOMAIHHX KOMIIbIOTEpax U B

HeCTy)KeOHbIX LeNAX;
— CaMOCTOSITEIBHO IIPOBOIMTE “JIeueHre” HOCUTENsl W/ UK (aiina;



—CaMOCTOSATCJIBHO  OTKJIKO4YaTb, VIAalddIATh WU HU3MEHIATH HaCTpOﬁKH

YCTaHOBJIEHHBIX CPEJICTB 3aILUTEIL.

CoTpyaHuk, koTopoMy yctaHosiieH APM o6s3aH:

—IIPOBOAUTE KOHTpOAb Ha otcyrctBue BK  mI00BIX CMEHHBIX H
nmoAkmogaeMslx Hocurtened (CD-auckos, DVD-nuckos, USB ¢nen-zakonureneit
H T.I1.) H ¢aiinos, 3a UCKITFOUEHUEM KIIFOUEBBIX HOCUTENIECHCPENCTB
KpUITOrpapu4ecKoi 3a1nThl HHOOPMALHH;

—Ha KOMIIBIOTEpAX C OTKIIOYEHHHIM AaHTHBUPYCHBIM MOHHTOPOM
(MOCTOSIHHOM  3aIMTOM) IPOBOOMTH IIONHYIO IIPOBEPKY Ha OTcyTcTBHEe BK
eXXEHEIENBHO (B IIEPBBIN JEHB MOCIE BBIXOAHBIX);

— TIpH  NOSIBJICHUHM COOOLUEHHH, (QOPMUPYEMBIX CPEICTBAMU 3allUThI
HH(OpMaLnu, 06 0oOHapyKeHHH BPEJOHOCHOTO KOAa HeMEJEHHO MPeKPaTHTh
paboty M  coo0wwMTE 06 STOM  DYKOBOJMTENO W  aAMHHHCTPATOPY
MHQOPMALIMOHHOH 6€30MacHOCTH (MM COTPYAHHMKY, BBIIIONHAIOLIEMY OTH
byHKIHN);

—IIpH HEBO3MOXKHOCTH 3aIlycKa CPEICTB 3allUThl HHGOPMAUMH WIH IIpH
OIIHOKAaX B MpPOLECCE MX BHINONHEHHS HEMEMIEHHO IIPEKPaTHTh paboTy u
COOOIUTE 00 OTOM pPYKOBOJMTENIO M AOMHMHUCTPATOpy HHMOPMALIHOHHOM
0e3011aCHOCTH (MU COTPYIHHKY, BBITONHAIOIIEMY 5TH GYHKLMH).

[IpaBuna ¥ pexkoMEHJAaLUMK COTPYAHMKY IO 3allMTEe OT BO3ACHCTBHIL
BPEAOHOCHOTO KOJa:

—epBUYHBIM BXOAHOM KOHTpoib Ha otTcyrctBHe BK  Hocurenei,
MpeIHa3HAYEHHBIX Uil MHOTOPa30BOM 3anucHu UH(opMaIny (Iepe3annucblBaeMbIX
KOMMNaKT-IuckoB U DVD-nuckos, USB ¢iew-Hakonuteneii B Apyrux monoO0HBIX
HOCHTENIEH) NpPOBOAUTCS TpPH IEPBOM INPUMEHEHHM HOCUTETIsI HA JAHHOM
koMnbroTepe. Ilocienyromine KOHTPONU HOCUTENS TIPOM3BOAATCS NEPel KaxkKIbIM
[IPOCMOTPOM COCTaBa U COAEPKUMOTO (hakoB;

—B LEJIAX UCKIIOUEHHs aBTO3allyCKa UCHOJHIEMBIX (aiJIoB CO CMEHHBIX
Hocutened (CD, DVD, USB o¢new-nakonuTeneit u T.1.) peKOMeHIyeTcs NpH
MPHMCOCAMHEHNN HOCUTEJIS K KoMIbloTepy (BcraBka CD/DVD B notok, BcTaBka
USB ¢uew-nakonuteneit 8 nopt USB) yaepxusath HexoTopoe Bpemsi (20-30

CEeKyHJ) HaxkaToH kJaBuiy Shift;
—BXOJJHOM KOHTpPOJIb Ha oTCyTcTBHe BK koMmakT-auckoB ¥ DVD-auckos,

NPeIHa3HAYECHHBIX 7151 OAHOPA30BOH 3anKcH MH(YOPMAINH, TTPOBOIUT IONyYaTelh
(Branenen) AMCKa OXHOKPATHO C MOMEHTa NpHoOpeTeHHs (IIOIy4eHHs) IHCKa
nepen UCIOJIb30BAHUEM €I0 Ha KOMIIBIOTEPaAX.

9. Jlns paboter APM c moxcucreMoil yrpaBieHus 3aKymnkaMu TpebyeTcs
IPUMEHATDH IIPOrPaMMHbIE CPEICTBA 3AILMTEl OT BO3AEHCTBUS BPeIOHOCHOIO KOZa
He HWKe 5 Kilacca 3amuiienHocTd no tumy I, Takux kak: «Kaspersky Endpoint
Security g Windowsy, «Security Studio Endpoint», «OfficeScan» u 1.1.



10. CocraB C3U, npumeHsieMbiX Ha APM, 3aBucuT OT chmocoba
B3auMoJieHCcTBUA APM moJib30Batesns ¢ moacucTeMoii ylipaBleHHUs 3aKynkamH. [To
croco0y B3aMMOIEHCTBHA C IIOJCHCTEMOi yOpaBleHHUd 3aKkynkaMu APM
NOAPAa3AeIIACTCS Ha CAEAYIOIINE TUITEL:

- Tun 1 - APM, B3aumoneiicTByrommii ¢  noacHcTeMoi yIpaBlIeHUS
3aKYTIKaMH MOCPEACTBOM MPAMOTO IOAKIFOYEHHUS K ceTh MHTepHeT.

- Tun 2 - APM, B3aumogeitcTByrompmii ¢ MIOICUCTEMOH  YIIpaBJICHHUS
3aKYIIKaMU  TIOCPCACTBOM  MOIKIIOYEHHs K cetw MHTepHer yepes JIBC
OpraHu3aIluy.

- Tmon 3 - APM, BsaumopeiicTByowmii ¢ MoacHCTEMO yIIpaBJIeHUS
3aKyIIKaMH HOCPEICTBOM MNOAKITIOYEHUS IO BbIIENICHHBIM KAHAJIAM CBS3H yepes
JIBC opranusanuy.

11. Bsaumopneiicteue APM Tum 1 AOJDKHO OBITH 3alUIIEHO C TOMOIIBIO:

- ICPCOHANIBHOTO CPENCTBA MEXKCETEBOTO SKPAHUPOBAHUS He Hike 4 Kiacca
SAIIMIICHHOCTH, TaKuX Kak: «Koutunent-All», «Security Studio Endpoint
Protectiony, «ViPNet Client» u 1.1

- IIEPCOHATIBHOTO CpeAcTBa OOHApY)XeHHUsI BTOP)KEHHH He HIbKe 6 Kiacca
3amuIeHHocty s CBT.

B kadectBe cpencrra OOHApY)XEHUS! BTOPXKEHHH MOXET ObITE
uenone3oBano 1O «Security Studio Endpoint Protectiony 1160 HHOe CPEACTBO,
CePTHOUUMPOBAHHOE MO TpebGyeMoMy KJIaCCy 3alUIIEHHOCTH.

12. BszammopeiictBie APM Tun 2 u Tun 3 1OKHO GEITE 3aIULIEHO C
ITIOMOIIBIO:

- ceTeBoro (B cocrase JIBC Opranusauun) unm NEePCOHAIBHOTO CpeACTBa
MEKCETEBOI0 3KPaHUPOBAHUS He HUXKe 4 Kilacca 3allUILEHHOCTH.

[IpuMepbl HOMYCTHMBIX K HCHONB30BAHUIO IO KJIacCy 3allUIIeHHOCTH
CPEICTB MEKCETEBOIO SKPAHUPOBAHUS:

1) B cocrase JIBC opranmzaumnu:

— AIIKII Kontunenr;

~ Check Point Firewall;

— ViPNet Coordinator u T.11.

2) nepcoHaNbHbIE CpeACTBRa:

—Security Studio Endpoint Protection;

— KonTunenr-All;

— ViPNet Client (4 knacc) u 1.10.

- ceTeBoro (B cocrase JIBC opranuzauuu) wmu NIEPCOHAIIEHOIO CPeACTBA
OOHapy K€HHS BTOPXKEHHMIT He HIKe 5 Kiacca 3aIIMILEHHOCTH.

[IpuMepel NONMYCTHMBIX K HCIIOJB30BAHUIO IO KJIaccy 3allUIIeHHOCTH
CPENCTB OOHAPYKEHUST BTOPKEHMIA:

1) nepcoHanbHBIE CpeACTBA WITH cpenctsa B coctase JIBC opranuzauuu:
— Kontunenrt-J1A;



—Security Studio Endpoint Protection u T.11.

13. Ycranoska, Hactpoiika u compoBoxnenne CK3U OCYILIECTBIISIETCS
aIMUHHUCTPAaTOPOM  HH(MOPMAIMOHHONW  6e30MaCHOCTH OpraHu3aidd B
COOTBETCTBHU C TPEOOBAHUSMH 3aKOHOIATEIBCTBA POCCHHCKOLM Qenepaunn u
IKCILTyaTalMOHHON nokymeHTauuu k CK3U.

Ileppuynas ycranoska CK3UM ma APM OCYILIECTBJIIETCA C OQOpMIICHHEM
aKTa YCTaHOBKH.

Qopmynsip va CK3U B 951eKTpOHHOM BHIEe, HAXOMSIIHHCA B COCTABE
aokymentauuu Ha CK3U, BBIBOAHTICS aAMUHMCTPATOPOM HH(OPMAITUOHHON
0€301aCHOCTH OpraHH3alMK Ha GYMaXKHBIH HOCHTENb U 3aONHSETCS OT PYKH B
dacTd  pasnena «CBeAeHHs O 3aKpelUICHHH H3JeNHs Ipu IKCIIyaTalluK».
OtBercTBEHHOE XpaHeHHe (opMysipa OCYLIECTBACTCA  aIMHUHUCTPATOPOM
HH(QOPMAaIHOHHOH 6€30MacHOCTH OpraHU3alIH.

3anpemaeTcs MOJHOE HIM YacTHYHOE BOCIIPOU3BEIEHHE, TUPAKHPOBAHUE U
PaclipOCTpaHCHUE ONTHYECKUX HOCHUTENeH, coepxxamx auctpubytussl CK3H, a
TaKKe TULUEeH3UOHHBIX Kinoueil CK3U.

B ciyyae npekpallieHHs 1OCTyIa OpraHM3anmy K HOICHCTEME yIpaBJIeHUS
3aKylKaMH, OITHYECKHE HOCHTeNH, coaepxawpe auctpubytuBbl CK3U, wu
muensnonntbie kmodn CK3H, a taxke 3amosiHeHHBlE YCTaHOBIEHHBIM NOpsSIAKOM
(hopMynSApBI BO3BPAIIAIOTCS OpraHU3alnell B opran PelepanbHOro KasHauelcTBa
(o mecty nonyuenns CK3M).



ITpunoxenne No 3

K [Topsnxy noakmouenus k noacucreme
YTIpaBNEeHHUS 3aKYITKAMU CHCTEMBI
«DNIEKTPOHHEIN BrOKETY

IIpumepHas popma

JloBepennocTn Ne

e

« » 20 .

{HAMMCHOBAHNE OPraHH3aLHK)

B JIMILIE

{thammaus, uMs, oTHECTBO PYROBOIHTEN)

JAEHCTBYIOIIEr0 Ha OCHOBAHHH

YIIOMHOMOYHBAET

((hammns. uma. oT4eCTBO)

(CCPHA H HOMCP NACROPTA. KEM H K0T 1 BbiiaH)

IIpCNOCTaBNIATE B (DelepanbHOE Ka3HAYCHCTBO 3aSBHTENLHELC JOKYMEHTBI B I[EJISX
MOJMYy9EHUA  CPEACTB  KPUOTOrpabM4ecKoil  3aIuTel uHpopmanmy (zanee - CK3M),
JTMIIEH3MOHHBIX KIIo9eit U 3KCIUIyaTalMOHHOM JOKYMEHTAIHH K CK3HY,
HEOOXOIMMBIX U1 00CCIICHEH S CO3AHUS  3AIIHIIEHHOrO COCOUHCHUS ¢ KOMIIOHEHTaMH
CHCTEMBI « DNEKTPOHHBIH OHOIKETY.

Honyuars CK3Y, muieH3sondble Kmoun w OKCIUIyaTaHOHHYIO AOKYMEHTALIHIO K
AQHHBIM CPEACTBAM B COOTBETCTBHH C PEAOCTABICHHBIMY 3aSBUTEILHLIMH JOKYMEHTaMH.

[IpencraButens Hamensercs lIpaBOM IIOAITMCH AOKYMEHTOB Ha nonyuyenne CK3U,
TMUCH3NOHHBIX KIHOYEH H 9KCIUTyaTAllHOHHOHW JOKYMEHTANMH K JAHHBIM CpeacTBaM B
COOTBETCTBHH C IPENOCTABICHHBIMH 3asBUTELHBIME JOKYMEHTaMH.

HacTosmast foBepeHHOCTD neHCcTRUTEIbHA 0 « » 20 .

[lonnucek pykoBoautens oprauusamuy / /
(ROIMHCe) {pacwudpoBKa DOANKCH)

[loanuce ynonHoMoueHHOTO NHIA / /

{noanuce) {pactandiposka noanmHen)

Odopmnsercs Ha 6aatke mucbMma OpraHu3aUuU



[Ipunoxxenne Ne 4

K [Topsaaky nmoakimoueHus K noacucreMe
yHpaBJICHHUS 3aKyNKaMH CHCTEMB]
«DNEKTPOHHBIH OOIHKETY

3AS5BKA
Ha BeLayy CK3U, nHLeH3HOHHBIX Kitouel
Y 3KCILUTyaTalMoOHHOM nokymeHTauuu Kk CK3U1

(HauMeHOBaHMe OpraHa
DenepanpHOro Ka3HayeHCcTBA)

OT«__» 20 1. No

Jiis  nenedt  obecnedeHWs CO3MaHMSA  3AIIUINEHHOrO COCIHHEHHS ¢
KOMIIOHEHTAMH CHCTEMbI «JJIEKTPOHHBIH OlomkeT» M obecredeHdss paboOTHI C
YCHUICHHOH KBaIH(QUUMPOBAHHOH 3IEKTPOHHOM MOANMKMCHIO MPOCHM  BBIAAThH
CPEeACTBa KPUIITOrpaUuecKOd 3alIUThl WH(GOPMALUH, TULEH3UOHHBIE KIIOYH B
KO/IMYECTBE HITYK H  3KCIUIyaTaUMOHHYIO JOKYMEHTAILUIO K JaHHBIM
CpeICTBaM.

(IOJIKHOCTE PYKOBOIUTES
OpraHU3alUU UK HHOTO
YIIOJTHOMOYEHHOTO JIMLA)

(IToANuch) (MHHUKMaAb!, haMUInn)



[Tpunoxenne No 5

K [Topanxy noakmodenus k moacucreme
YIPaBJICHHUS 3aKYIIKaMH CHCTEMBI
«DNIEKTPOHHBIH GIOmKeT

OO0pa3sen cornacus na 00paboTKY MepCoHANBHBIX JAHHbBIX

COI'VIACHE
Ha 00paloTKy NepCOHATbHBIX TAHHbIX

A,

damunus, ums, OTYECTBO,
POXHBAIOIINH 110 afpecy (10 MecTy perucrpanuu)

nacmnopt Ne AaTa BBIJJaYH Ha3BaHHUe
BbIJAABIIIECTO OopraHa
B

2

COOTBETCTBHH € TpeOOBaHUAMHU cTaTbd 9 MDenepaibHOro 3aKoHa oT 27.07.2006 Ne 152-®3 «O
IEPCOHANIBHBIX JaHHBIX), NAIO CBOE COTJIACHE

(YKa3blBAaeTCS HAMMEHOBAHME opraHa PeepajibHOro KazHauelicTsa, KOTOPOMY /laeTcs corfiacue)

Ha aBTOMAaTH3HPOBAaHHYIO, a TakXe 0e3 HCIIOJIb30BAHMUS CPEACTB aBTOMAaTH3aluH, 00paboTKy
MOHX NEPCOHANBHBIX TAHHBIX, BKIIOYAOLMX (aMUIIHIO, UMS, OTYECTBO, JOJKHOCTD, CBEACHHUS O
MeCTe palOTHI, aJpec 3IEeKTPOHHOM MOYTRI, KOHTAKTHBIA(e) TenedoH(BI), cTpaxoBoit HOMEp
HHIVUBHIOYJIBPHOIO JIHLEBOIO cueTa B IleHCHOHHOM doune Poccun (CHUJIC), B mnemsx
OCYIUECTBJICHHS JEHCTBHIT 1O MOAKIIOYEHHIO K KOMITIOHEHTaM roCyIapCTBEHHOM
MHTETPHUPOBAHHOH CHCTEME YIpPABICHHS OOILECTBEHHBIMU dhuHaHCAMH  «DIEeKTPOHHBIH
Oromxer». Ilpemocrasnsio yKa3aHHOMY opraHy @eaepajbHOro Ka3HA4YeHCTRA 1paBo
OCYINECTBJIATE BCE NEHCTBHS (ONEPAalMH) ¢ MOMMH NEPCOHATBHBIMHU JaHHBIMH, BKJIOYas c6op,
CHCTCMATH3AllMIO, HAKOIUICHHE, XpaHeHHWe, OOHOBJICHIE, H3MCHCHHE, HUCIOIb30BaHUE,
obesiuuMBanue, GIOKMpOBaHUe, YHHYTOXXEHHE.

Cpox meHCTBHS HACTOAIIEr0 COTNACHS — IEpUOJ BPEMEHH 10 HCTEYEHUS YCTAHOBIIEHHBIX
HOPMATUBHBIMH aKTaMH CPOKOB XPaHEHHS! COOTBETCTBYIOIIEH HH(OPMallUK MM JOKYMEHTOB,
Pa3MCUICHHBIX B KOMIIOHCHTAX CHCTEMB! « DNEKTPOHHBIH GIOIKET» C HCIIOJIb30BaHHEM MOEH
3NCKTPOHHON MOAIHCH.

Hacrosmee cornacue na 00paboTKy NEepPCOHANBHBIX NAHHBIX MOKET GBITH OTO3BaHO B
IIOPANKE, YCTaHOBJICHHOM MenepanbHbIM 3aKOHOM POCCHHCKOIM ®enepauun ot 27.07.2006
Ne 152-®03 «O mepcoHansHBIX AaHHBIX». B ClIydae OT3bIBA COIVIaCHA Ha o06paboTKy Moux
TNIEpCOHANIHBIX IAHHBIX yKa3aHHBIA opran denepanbHOro kasHauyeicTsa BIIpaBe HE IPEeKpallaTh
HX 00paGOTKY O OKOHYAHMS CpOKa AeHCTBHS HAaCTOSLIETO COrJIacHs,

Kouraktuerii(e) tenepon(sr)

Hoanuck cy6beKTa NepCOHANBLHBIX JAHHBIX

HoOONUCH QHO
« » 20 T




Ipunoxenne Ne 6

Kk Hopaaky monkmouenns k noacucreMme
YIIPaBJICHMS 3aKYNIKAMH CUCTEMB]
«DJIEKTPOHHBI CrOmKETY

Ussemenne ®enepanbHoro kazHaveiicTea
0 pe3yJbTaTax 0TpaboTKH 3asiBKH HA NOAKII0YEHHE K KOMIIOHEHTAM CHCTEMbI
«IIeKTPOHHBII (I01KeT»
OT «_ » 20 r.

Pesyabrar orpatoTku:

HaumenoBaHue
OpraHu3aLUu
3asska DHO
3asska DHUO
<1100Tyn npenoc*raBﬂeH/He I'lpeﬂOCTaBJ'lCH/HpCKpaLHCH, MOJITHOMOUHA H3MCH€HI>I/H€
HU3MEHEHBI>
ITpumeuanus

<YKa3blBaeTCa [IpHYMHA B Cly4ae OTKa3a™>

OTBeTCcTBEHHBIH HCNOJTHUTE/Tb

(ROMKHOCTE) (MoAnmMcs) (pacwngposka noanucu) (Tenedon)
« » 20 r.
H3sewenne nomyunn
(AOMKHOCTB) (nmoanuce) (pacwmndpoBka noanucu) (Tenedon)
« » 20 r.

[1] Odopmnsiercs Ha Gnanke nucbma OpraHK3aLnH
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